ALLERTHORPE PARISH COUNCIL

PRIVACY POLICY

Adopted by the Parish Council on 30" July 2018

Review Date: 31% March 2019 and annually thereafter.

This Policy was adopted by the Parish Council in order to comply with the requirements of the
General Data Protection Regulations (GDPR), in force on 25 May 2018.

PERSONAL DATA — WHAT IS IT?

"Personal data™ is any information about a living individual, which allows them to be identified
from that data (for example a name, photographs, videos, email address, or address).
Identification can be by directly using the personal data itself or by combining it with other
information which helps to identify a living individual. The processing of personal data is
governed by legislation relating to personal data, which applies in the United Kingdom
including the General Data Protection Regulation (the GDPR) and other local legislation relating
to personal data and rights such as the Human Rights Act.

COUNCIL INFORMATION

This Privacy Policy is provided to you by Allerthorpe Parish Council, which is the data
controller for your data.

The Council's address is: clerk.allerthorpe _pc@btinternet.com

We will always respect the privacy of individuals who browse our website and leave contact
details with us. Please read our privacy policy carefully as it contains important information about
what to expect when we collect personal information about you and how we will use (process)
that data.

Allerthorpe Parish Council does not track your activity as an individual

THE COUNCIL WILL PROCESS SOME OR ALL OF THE FOLLOWING

PERSONAL DATA WHERE NECESSARY TO PERFORM ITS TASKS
e Names, titles, and aliases, photographs;
« Contact details such as telephone numbers, addresses, and email addresses;

THE COUNCIL WILL COMPLY WITH DATA PROTECTION LAW. THIS SAYS
THAT THE PERSONAL DATA WE HOLD ABOUT YOU MUST BE:

e Used lawfully, fairly and in a transparent way.

e Collected only for valid purposes that we have clearly explained to you and not used in any way
that is incompatible with those purposes.

¢ Relevant to the purposes we have told you about and limited only to those purposes.

e Accurate and kept up to date.

e Kept only as long as necessary for the purposes we have told you about.

o Kept and destroyed securely including ensuring that appropriate technical and security
measures are in place to protect your personal data, to protect personal data from loss, misuse,
unauthorised access and disclosure.
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WE USE YOUR PERSONAL DATA FOR SOME OR ALL OF THE FOLLOWING
PURPOSES:

e To deliver public services including to understand your needs to provide the services that you
request and to understand what we can do for you and inform you of other relevant services;

e To confirm your identity to provide some services;

e To contact you by post, email, telephone;

e To prevent and detect fraud and corruption in the use of public funds and where necessary for
the law enforcement functions;

e To enable us to meet all legal and statutory obligations and powers including any delegated
functions;

e To promote the interests of the council,

e To maintain our own accounts and records;

e To seek your views, opinions or comments;

e To notify you of changes to our facilities, services, events and staff, councillors and role
holders;

e To send you communications which you have requested and that may be of interest to you.
These may include information about campaigns, appeals, other new projects or initiatives;

e To process relevant financial transactions including grants and payments for goods and
services supplied to the council

WHAT IS THE LEGAL BASIS FOR PROCESSING YOUR PERSONAL DATA?

The Council has always required a legal basis to processing personal data. The General Data
Protection Regulations include five lawful bases for local councils. It is possible for more than
one to apply at the same time. The five bases are:

e Compliance with legal obligation: The council is a public authority and has certain powers
and duties. Most of your personal data is processed for compliance with a legal obligation which
includes the discharge of the council's statutory functions and powers. Sometime when exercising
these powers or duties it is necessary to process personal data of residents or people using the
council's services. We will always take into account your interests and rights. This Privacy
Policy sets out your rights and the council's obligations to you in detail.

e Contractual necessity: We may also process personal data if it is necessary for the
performance of a contract with you, or to take steps to enter into a contract.

e Consent: Sometimes the use of your personal data requires your consent. On these occasions
we will first obtain your consent to that use.

The other two legal bases that apply to the Parish Council are:

e Vital interests: It is possible to process personal information to protect an individual without
their consent e.g. in a life or death situation where emergency contact information is needed

e Public Interest: When the Parish Council is acting in the public interest, personal data may be
processed if it is necessary to undertake the tasks.

SHARING YOUR PERSONAL DATA

The council will implement appropriate security measures to protect your personal data. This
section of the Privacy Policy provides information about the third parties with whom the council
will share your personal data. These third parties also have an obligation to put in place
appropriate security measures and will be responsible to you directly for the manner in which
they process and protect your personal data. It is likely that we will need to share your data with

some or all of the following (but only where necessary):
e East Riding of Yorkshire Council
e Health, Police and Fire services

We may need to share your personal data we hold with them so that they can carry out their
responsibilities to Allerthorpe Parish Council. If we work together for a joint purpose that
involves your personal data we are joint data controllers. This means those involved are all
responsible to you for how we process your data. If there is no joint purpose then each data
controller is independent and is individually responsible to you



HOW LONG DO WE KEEP YOUR PERSONAL DATA?

We will keep some records permanently if we are legally required to do so. We may keep some
other records for an extended period of time. For example, it is current best practice to keep
financial records for a minimum period of 8 years to support HMRC audits or provide tax
information. We may have legal obligations to retain some data in connection with our statutory
obligations as a public authority. The council is permitted to retain data in order to defend or
pursue claims. In some cases the law imposes a time limit for such claims (for example 3 years
for personal injury claims or 6 years for contract claims). We will retain some personal data for
this purpose as long as we believe it is necessary to be able to defend or pursue a claim.

In general, we will endeavour to keep data only for as long as we need it. This means that we
will delete it when it is no longer needed.

YOUR RIGHTS AND YOUR PERSONAL DATA

You have the following rights with respect to your personal data:

When exercising any of the rights listed below, in order to process your request, we may need to
verify your identity for your security. In such cases we will need you to respond with proof of
your identity before you can exercise these rights.

THE RIGHT TO BE INFORMED

At any time you can request the data we hold on you as well as why we have it, who has access to
it and where it was obtained from. We will respond to requests within one month of receiving
them. There is no charge for the first request.

THE RIGHT TO CORRECT AND UPDATE THE PERSONAL DATA WE HOLD ON
YOU.

If the data we hold on you is out of date, incomplete or incorrect you can inform us and we
will update it

THE RIGHT TO HAVE YOUR PERSONAL DATA ERASED

If you feel we should no longer be using it or are using it unlawfully. When we receive your
request we will then either confirm that it has been deleted or explain why it cannot be deleted.
e.g. because we need it to comply with a legal obligation.

THE RIGHT TO OBJECT TO PROCESSING OF YOUR PERSONAL DATAOR TO
RESTRICT IT TO CERTAIN PURPOSES ONLY.

You can request us to stop processing your data or ask us to restrict what we do with it. When we
receive your request we will let you know if we are able to comply or if we have a legal
obligation to continue

THE RIGHT TO DATA PORTABILITY
You can request that we transfer data to another controller. Where this is feasible we will
do this within one month of receiving your request

THE RIGHT TO WITHDRAW YOUR CONSENT
At any time for any processing of data to which consent was obtained. Please use the contact
details below to do this.

THE RIGHT TO LODGE A COMPLAINT WITH THE INFORMATION
COMMISSIONER'S OFFICE.
You can contact the Information Commissioners Office on 0303 123 1113 or via email

https://ico.org.uk


https://ico.org.uk/

WEB SITE - LINKS TO OTHER WEB SITES

Our website contains links to other websites. This privacy policy only applies to our website so
when you link to other websites you should read their own privacy policies. Please address any
queries concerning this privacy policy, our website or any other general query to us.

TRANSFER OF DATA ABROAD

Any personal data transferred to countries or territories outside the European Economic Area
("EEA™) will only be placed on systems complying with measures giving equivalent protection
of personal rights either through international agreements or, contracts approved by the
European Union. [Our website is also accessible from overseas so on occasion some personal
data (for example in a newsletter) may be accessed from overseas].

FURTHER PROCESSING

If we wish to use your personal data for a new purpose, not covered by this Privacy Policy, then
we will provide you with a Privacy Notice explaining this new use prior to commencing the
processing and setting out the relevant purposes and processing conditions. Where and whenever
necessary, we will seek your prior consent to the new processing.

CHANGES TO THIS POLICY
We keep this Privacy Policy under regular review and we will place any updates on
http://www.allerthorpe-pc.org.uk. This Policy was last updated in July 2018.

CONTACT DETAILS

Please contact us if you have any questions about this Privacy Policy or the personal data we
hold about you or to exercise all relevant rights, queries or complaints at:
clerk.allerthorpe_pc@btinternet.com

31% July 2018
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